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A Six Step Approach to Conducting Security Vulnerability Assessments on Critical Infrastructure

CARVER has served as the standard for security vulnerability assessments for many years, but it

has now morphed into an even more useful tool that can be used to help protect almost any critical

infrastructure. This new, no-nonsense handbook provides security professionals with background

on CARVER, its very successful morph into CARVER + Shock, and then demonstrates how these

methodologies can be applied and adapted to meet today's specific needs to protect both hard and

soft targets. It provides an easy to follow six-step process that can be utilized by both experienced

security experts and novices involved with their first vulnerability assessment. At each stage of the

assessment, the reader is provided with checklists, best practices, and useful real-life scenarios. By

the time readers complete step six, they can be assured that a best practice risk vulnerability

assessment will be in place. The book instructs on how to conduct risk-based analysis, system

characterization, and all perils assessment - all necessary prerequisites before moving on to

developing the threat assessment, conducting the security assessment, and mitigating the risk. At

each stage detailed examples are given of the methodology in action in areas such as energy,

agriculture, transportation and buildings. The book contains more than 30 unique charts, tables and

checklists all designed to ensure that today's busy security professionals stay on track and use all

best practices. If you are a security professional - whether a seasoned expert or new to the industry

- this is a practical, hands-on how-to guide that you cannot afford to be without. For more details,

visit www.GTIBookstore.com
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